<y uRal) claga 62
(1) Z\:gglss‘g\ aall) —1111:_ 84
English (1)
Ngasds palaid¥) dasde 13 doalell LI & J6V) A5id) L aciaa) L3SY) ARl 2 Lgia aaiad
3__9,«1\ dall) —1112: 84

Arabic Language

e gall laalall 8 Y A5l 8 adieall Lyl A3l 7 Lgie daiad

(1) cluall —1113: 4
Mathematic (1)

* Analysis Jalatl) *

=Preliminaries 4dgl asalia =

-Cartesian coordinates and Bl s Aol oy —

distance
-Lines: Equation and Graph aien axeyy aiives Alalea 1 ilaficed) -
-Functions and their Graphs Alul) Lglasha oy ailsill —
-Combining Functions sl S5 -

= Limits and Continuity BUPN PRCARPIA =
-Rates of Change and Limit ol) Janas Algill asgha —

-Calculating Limits Using Limits el Clea sclsh —

Laws

-Formal Definition of a Limit Al b)) el —
-One-Sided Limits Slad) e dalgdl) g o) e dleal) —
-Limits at Infinity and Asymptotes Cllaall 5 lgDU aie olilgdl) -
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-Continuity and Operations on
Continuous Functions

Byaianal) ilgill e cillaally Hhaina) =

-Intermediate- VValue Theorem for
Continuous Functions

.W\ @\J’l\ﬂ G.lamjl\ Aadl) 434y —

Differentiation

GuidN) =

-Tangents and Derivatives

U (3 asghe g uleddl —

-Definition of Derivatives

M’" \@tﬂbmgé@b‘“w“ L.,O.:i‘)a:l—

-Calculating Derivatives: power
Rule, Product Rule, Quotient rule,
Chain Rule and Implicit
Differentiation

Fida cisill b Fide lidall Clus e)sh -

b 5326 5 (g€ iy Fidhay (i shaa
iecal) il

-Derivatives of Trigonometric
Functions

*‘:.!:. S\ @153!‘ o

-Related Rates and its

Lgalandaty daseal) cfpuiall —

Applications

-Differential and its Application wlaplay Jealaill —
=Applications of Derivatives BN et =

-Extreme values of Functions alsll sl il -

-Intermediate Value Theorem sl daall L300 —

-Monotonic Function and First
derivative Test

JsY) sl (e gaiall jlaal B3yl ailsill —

-Second derivative Test

LFH\L‘J\ t_,.'d\ e Gudall ol -

-Functions Variability and their
Graphs

leanss sl C¥sad o —

= Integration Jalsil) =
-Antiderivatives ) bl o g —
-Sigma Notation and Limit of .
J (i Eaana dulgs g poanal —

Finite Sums

-Estimating with Finite Sums

-Definite Integrals

Bagasall cilalall —

-The Fundamental Theorem of
Calculus

JalSall 3 Al L jall —
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-Indefinite Integrals: Substitution
Rule

Integration by Parts, Integration of

Rational Functions

JalSally Jsaiall s g aanall e Jalsall —
oSl g 5 Ajaills

-Area between Curves

Gliinia Bams §)geanall daluadl Glus —

-Improper Integrals sALE) edlalall —
=Transcendental Functions Bagid) ailgil) =
-Inverse Function and its
A Afidia g wSall il —
Derivative JeE
-Inverse Trigonometric Functions LgusSe g L) aalgall —

-Logarithmic and exponential
Functions

Y ) 5 el bl

* Sequences and Series

SO ldadial) ¢ calulliial) *

-Definition of a Sequence Caldliall Casyas —
-Limit of a Sequence Aliie Al —
-Series WA

-Sequence of Partial Sums

Aylinall Dlulually ddjal) gaelaall dallie -

-Tests of Convergence

Sl 5 8 5 pmaVla il cllaal -
)laall

-Mac-Laurent Series and its
Applications

Ltk 5 ohysl elle cdliabuiia —
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Jualsdl) Qg —1114 ;R0
Communication Skills

* Concept of communication
and communication

cJealgtl) clagty Jlaty) @Jﬁiﬂ

techniques.

* Communication with the I e Jualsil
self.

* Communicate with others. A g Jualgil)

* Prepare a general
autobiography and
autobiography-oriented
jobs, in Arabic and
English.

A3 By g daledild B das)
Al Ay Janl) (asdl dgaga
ALYy Ayl

* Read biographies of good
and bad collectively and
discuss errors.

dfudly Baad) AN uud) Belj@
ebadY) Lddliag o laa JSdu

* Design model of
guestionnaire to assess the
views of the audience in a
public lecture.

&)yl Al (lalin) 7 3gal anacal
Aale alaa B gl

* Provide a public lecture
on the subject of free
choice by using
presentation tools
(projector, PowerPoint).

) anatil) gl aladiuly lasy)
.(PowerPoint: Jaliw

* Discuss the
guestionnaires.

calluiuN) Addlia

* Submit a questionnaire
assessment of the lecturer
and to express opinions
and criticism.

9“,1‘19 ralaal) andi Glafial) agad
EAKI k) PRSP

* Design personal Website
definitions of each
student.

IS AT add qug pdga ol
s
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* Conduct a search for a
problem or issue in college
and submit proposals.

Jad) cla ida asaliy PN

* Personal interviews and
interviews with teams

e cOLlially duadldl) cildal) *
and) (38

* Carry activity reflects the
student's ability to
communicate (magazine,
explanatory panel,
website, film.....).

e llhal) 88 ey Bl AL

dadlaiag duig Sl clyla —1115_ 480
Electronics And Logical Circuits

**Electronics AR PR NI L
*Diodes (ideal ,Zener ) juiial) ¢ i ¢ Mall) cbaslia*
,varactor , Tunnel ,LED) (sl ¢ i)
*Transistors ) g ) )

=(BJT ) Bipolar junction
transistor

dnbadl) A ) gidilall =

=Basic Transistor Operation
( Amplifier , Switch)

| 5iSa) Anall) G gl Jas =
(et

=Study different configurations
for BJT (common emitter,
common base, common
collector ) and comparison
among them

dhadl) A glall) CDACAT duafys =
fane ,ASdL BB, Wb Gl dalid)
i L Bty i

=Field Effect Transistor(FET)

FET il 531 o3 gl =

=Metal Oxide Semiconductor
Field Effect Transistor
(MOSFET )

g jaall Llgal) 53 ) guurillll =

*Rectifier Circuits

P O

=Half- Wave Rectifier

3@\9.4 M ?JEA:
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=Full - Wave Rectifier

ALalS daga o gie=

=Logic gates Structure

Juliall cllsall g SSIY) i) =

**Logic circuits

Adlaiall el

*Combinational — Circuits =Sl (ghaiall*
=Boolean algebra ds =
=Logic gates dadlaial) cligui=
=Karnaugh map S$UIS Jglas =
=ldentify Input Devices gl Basaia s gl Ao cliuli=

*Sequential — circuits ) glaial) *
=Flip-Flops CldEl=
=Registers D=
=Counters <l aadl=
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< galad) Ql,wb.ai -1116 : 2
Computer Fundamentals

* Introduction to Information
Technology

il glaal) 485 6 Lasda *

= General types of computer
hardware and software.

= Representing data in the
computer.

= Main parts of the computer.

= Types of memory.

= Measuring the performance of
the computer.

= Input and Output units.

= Comparison between system
software and application
software.

= Types of networks, E-mail,
Internet and communications
technologies.

= Ways to use a computer at work,
education and daily life.

= ldentify the aspects of security
and privacy and legal issues
relating to the use of computers.

baa ) g o guadall 3 5gat dalal) &\Jﬁf\ =
REPWEN| ‘”,A alilad) b =

o plall ducai ) £ 3aY) =

L5SI) E\J.ﬂ =
Sogalall ga) (il =

ZIAY s JAY) Qlaag =
@\M‘J?w‘&wﬁdﬁuJM‘ =
Al

“ e

il Y g A ) cludd) gl gl =
Ll el o

g Jaadl B o galad) aladia) 3 =
- \9 ‘“-’3 e
Asa gl Bladl g

Ll g da¥) il gl Jo i pill) =
aladiuly Allatial) 44 gilal) g dyua guadl)
S gmlal) B g

* Operating Systems
(Microsoft Windows)

(g5 Jiedl) aUs) ypualall Jubds ol *

* Word Processing (Microsoft
Word)

(AJJJ ‘;\éJMJJseLA) Slalsly Z\AJL:.A *

* Data Sheets (Microsoft Excel)

(d.u.\S\ QﬁjujJSsLA) Glilual) Jolaa *

* Databases (Microsoft Access)

(u.u.«.aSi Q&\gu‘gJS:\La) clilul) ac|gd *

* Presentations (Microsoft
Power Point)

(ligygr gy Sila) g ) maliy *
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* Internet (Microsoft IE)

(Soshonss) gy Sala) i iy *

* E-Mails (Microsoft Outlook)

(cibl jS ‘;\QJHJJS:\LA ) ga.ijY‘ -\:\J.\S\ *

* E-Learning and Distance
Learning

S 8 aalalilly g ASIY) audadl) *

=Understanding principles of
E-Learning

L9 ASIY) addall) t5alia agd =

= ldentifying the components of

E-learning management systems.

(A9 ASN alail) By kil ciligSa o Cipdll =

= Identifying the sources of online
E-learning.

o YD adadl) jobas Ao il =

RERTT

= Comparison between
E-learning application systems.

8 Y alel) AlSG il (any Al =

=The importance of distance
education as a strategy for
education

abil] A lindlS sy o il Aaa] =

= Understanding the role of
student in self-learning

I Al B ) g =

(1) 4ol —1117 : e
Programming (1)

(CH Aa) aladnaly Loleall A1dY1)

* Introduction

(Aol asalia ) dasia *

- Computer Architecture

ailis€ay causlall Ay (e daal -

- Operating System

Jurdall alas

- Program

zalind

- Programming Language types

((Lled) — Laall) daayd) il gl —

- Data (Cllll) Gldaed) -
- Information Clagledll —
- Compiler — Interpreter el — ansiall -
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* Algorithm daalgad) *
=Algorithm define daaj oAl il =
= Algorithm methods daajlsdll oo uamdl) 3k =

- Text method (pesudo code)

(Slasl ad) duad) Zil —

- Flowchart method bl dayylal) —

* Variables and operation ke cililaally e gatial) *
=Variables and types lgsgily e gatall =
- Variable define Jgaial) Ciyas —

- Basic data types

L) Gldand) gl —

= Input and output

ZLaYls Jiay) =

= Operators CDlalaal) =
- Arithmetic operators Lleal) cDalad) —
- Comparesion operators L)laa) el —

- Logical operators Lalaiall cDLelaall —
* Control Structures asadl) A *
= Selection Structures JLaay) =
- Single selection aagll Lasy) -

- Binary selection S laay) -

- Multiple selection aaiall Loyl -
= Repetition Structures LS =
- Repetition concept LS o ggia

- Repetition with known index

Cilypall (pa 22na 2220 el -

- Repetition with unknown index

Cilpall (e 2ana pe 2aey Sl -

31




* Arrays ld ghaall *
= Array concepts ddgaall aggha =
- Unary-subscript aaall olaY) 28 geadl -

- Multiple-subscript

snd) ALY A gheaall —

= Sorting Arrays b ghuaal) b =
- Selection sort ) 5l —
- Bubble sort = 5 -

* Introduction to Object
Oriented programming
Approach

dagll L) Aaapll o Ladka *

= Objects

(sl ) Galel) =

= Encapsulation & abstraction

a1y (el Aot =

= Classes Cagdal) =
* Methods bkl *
=Method Ay ) =

- Header — body — call statement

ele ) — acall = g il -

= Relationship between
arguments and parameters

Cilda gal) ) culasaal) y el 4] =

- Call by value Lol pall -
- Call by reference el el —
= Methods overloading Gl Al Jeaadl) =

(2) Ay 4ol —1121: 4
English (2)

st L) dngala 3 Fpalel) LSH 3 I Bl 3 acinal) Y ARl 7 lgie el
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doS)yid) dagh 4B —1122: 84
Socialist Nationalist Culture

A sSall laalall 8 1Y) Al 8 sdieal) B 7 lgia 2aie)

(2) wlbuall -1123: 84
Mathematic (2)

* Algebra sl
= sne];i ffc\)lc?:bra and Counting sl iy e ganal) s =
-Sets Algebra Gle ganall -
-Basic Counting Principles ) o) Tasall-

-Counting Methods: Permutations,
Arrangements and Grlgilly il il Jaalal) s aall 535k

Combinations

= Matrices and Linear Systems

. dadadl) N alaall 18 gdaall =
of Equations =T Ser g

-Definition of a Matrix and its eyl lghaad) Ciupe £ clighuad

Types
-Basic Operations on Matrices Gligiadl e bl clilaal-
-Linear System of Equations Lbad cVales dlea-
-Augmented Matrices 5adaal) il gandll-
-Gauss-Jordan Elimination Oyss —pag Cadall Ak
-Linear Independence, Rank of a s .
Matrix P dghns 48y 1 Jaall Pl
-Determinant: second and third Aolll ddyall e Chaaad) ddgiian doae-
order ),
-Inverse of Matrix daiye Adgins Cslia-
* Descriptive Statistics sl slasy) *

-Data ant its Graphical

i sl Jial g cildasal) Cugi-
Representations ad daadll 5 b g

-Measurements of Central Lacesially Jawsslly Jlsiall 12038500 Ae 3l anlia-
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Tendency: Mode, Median and
Mean

sl

-Measurements of Variation:
Range, Variance and Standard

CilpaiYly cadally oaall el Geulee

Deviation Sl
* Probability i Lday) *
-Experiment, Sample Space and . - o
Events a1 5 Al slimby Zuaill osgier

-Probability Definition

Jlaal) @U-

-Conditional Probability, Total
Probability and Bay’s Rule

Oab O 5 eyl Jlasyl-

-Law of Composed Events and
Independence

D) g A pall Y Laal) (o gils-

-Random Variables, Discrete and
Continuous Probability
Distributions

Lllaay) Glajall g dd)gdall CYsanall-
8 yaiesally daladiall

-Mathematical Expectation and
Standard Deviation

Sl Gilai) 5 ulilly uall g5l

-Binomial Distribution and
Poisson’s Distribution

-Uniform Distribution and Normal
Distribution

raalall gl 5 alsnall goysill-

-Normal Distribution and its uses gy gxadall )il
-Joint Distributions and Random
adiall DY) 5 Akl il sll-
Independence llpdall DA 5 ASnL) s
-Markov Chains CasS ke Judlr
* Linear Programming dhadl) daayd) *

= Linear Inequalities and Linear
Programming

Lbadl) daaylly ddadl) culas)siall =

-System of Inequalities in two
variables

-Linear Programming in Two
Dimensions: Geometric
Approach

Aocria A lie s aadl A8 Lladl) daayll-

-Optimization: Maximum and
Minimum Problems

(Lol 5 adial) Aol Allse) ALiaY-

-Applications

Cilawdar-

* Differential Equations (DES)

Lalalat) e alaal) *

= Ordinary Differential
Equations (ODES5)

Loaled) Alaalit) ey aleal) =
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-Basic Concepts and Definitions

Lanslaad il yaig atlian

-Separable ODEs and Exact ODEs

5 cVsaiall Lot AL Llalid) Y slaall-
Aelal) Audail) = sladl

-First-order linear DEs

S Al e dadaal) dlealall e aleall-

-First-Order Homogenous DEs
and Higher-Order HDEs

Ll A sal) (e Aesilaiall Auadl) Y aledl

ble (il (1ag

-Technical Applications of HDEs

Loolaial) Adadl) Y sbaall Loleall ciliydaill-

aaaill daly daally cigalal) alaii —1124 : 84
Computer Architecture And Programming with Assembly

Organization of a computer
system and its components

Ailig€ag gulal) allas audais

*

=CPU

3:95)43\ dallaal) Sasg =

= Interfacing with Memory.

3SIAN aa Ja)il) =

= Interfacing with 1/0O Units.

LAYV JE) @lang aa Bl =

Intel 1A-32 processor
architecture.

Jntel 1A-32 ciladlea ol

Assembly language
fundamentals.

amaaill AR bl

Data transfer, addressing,
and arithmetic.

Procedures, Interrupt.

Aadaliallc i) 2!

Conditional processing.

Jag yiall dallaall

Integer arithmetic.

asaal) e alibua

Advanced procedures.

LGl A dealia auilge

Strings and Arrays.

il geaally 4udaal) deidad

Structure and Macro.

- gSkally Jaall

MS-Windows programming.

.MS-Windows 4aa
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High level languages
interface.

LSpinal) ddlal) daayl) Clad 2 da il

16-bit MS-DOS
programming.

.16-bit MS-DOS 4dau

Disk fundamentals.

coadl) ailuwba)

BIOS-level programming.

Expert MS-DOS
programming.

.MS-DOS 4aay gﬂ dariia puilga

Floating point unit
programming

Aadlad) dlaldl) 5asg daay

Instruction encoding.

cCilaaladl) e

Intel 1A-64 processor
architecture.

JIntel 1A-64 cladaa ol

(1) sualal) dilua ~1125 : ke
Computer Maintenance (1)

Maintenance process
definition, types, tools,
procedures.

(\gilgal clge sl ibual) dlany i o

Age)n)

How the computer system
works and how they
components interact.

Jo Ll oSy ugmilad) allai Jany Cis

43l g€

Technical specifications and

characteristics of the
physical components, types,
shapes, performance
metrics, how each of them
works.

il g€all 438l (ailadlly cilialgall
o)) Cunliac JIKEN e 1531 cdgalall

e IS Jas L

Modern technologies in the
physical components of a
computer.

doalall cligal) A daal) culuigsl)
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cgalall

* The technical foundations
for removing and
installation of parts and
components, upgrade and
modernize the computer
system

ahdl) Sy clal Aal) !

ualald) aldss Euaagy dad g clig<ally

* Basic Input and Output
System and the setup
program.

el ulal) Z LAY JAaY) Al

.a\m‘g\

* Most important problems
and malfunctions during
the installation and

operation of the computer:
codes and manifestations of

malfunctions and how
dealing with them.

s sl sy cSial) aal
Al )il qgulad) Jaadly
Agra Jalailiia Sy Jlacy)

* What are operating
systems, types, how they
manage computer
components.

i) lge ol lgiaale Juandal) alis

Lgalal) il g<al

* Writing technical

specifications and selection

and evaluation of
components and devices.

aalliy L)y Aaidl) Cilialgall Al

BigaYly clig<all

* Computer requirements in

different sectors:
components, software and
technical support.

:Adlide cileUad L8 Ggulal) cilillata

AR asAlly alll iligSall
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(2) 4l —1126 : jaa Cildjia
Programming(2)

(CH 4 aladialy Zleal) A5Y))

**Part one

SN ) *

*QObject Oriented
Programming Approach

aagil) L jal) daasull duagia *

= introduction

danda =

= Principle of object oriented
programming

dagill Al Al g52lsa =

- Abstraction i) -
- Encapsulation il —
- Inheritance )¢l —
- Polymorphism JIKaY) Laaes —
- Object and Class Cially (sl —
* Classes i gkeal) *

- Identifying objects in a problem

Aleal) & (=l 2V alagl —

- Identifying an object’s Attributes

sl Clia Splas

- Identifying an object’s Behaviors

syl Jladl s3les —

- Class define

;M;D:U:J—

- Class member (variables,
methods)

(ihb «cNaie ) Caall cliacl -

- Access Modifiers

(M) Caall elimel ) Joaasl ¥ ina —

- Constructor and destructor adlgl) 5 Sl —
- Properties ailasl) —
- Static members ASL) lact) —

- this keyword

this dualizal) dal<l) —

- Nesting of classes

Cha b elnelS Cia o gl plasia) -

DA

* Strings dail) Judlud) *
= Introduction dadia =
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= Manipulating strings

Ladl) Judad) dallas =

- Comparing strings

Al ) 4 lke —

- Concatenating strings

Aeail) LoDl gaens -

- Copying strings

dpatll Judladl s —

- Finding substrings

A dpad Jedle (e dand) —

- Other string methods

@l Laas @iyl —

= Regular Expression

Zﬁalﬁﬂ\ oladl) =

*Inheritance and
Polymorphism

SISy Apas 5 &2yl *

= Inheritance concept

sl psgha =

- Inheritance method

)l il -

- Derived class define

'9.\.«»0‘:' a ;D:Iﬁ—

- Constructors in derived class

O “ . n ‘;'1\}’_

= Polymorphism concept

JSEY) dyaand aggha =

- Virtual method

(Auaall) duaasl Tl —

- Override method

(A3adll) 5yslaiall dayylall —

- Abstract method 52 yaall Akl —
- Abstract class Syaall Caall -
- Sealed class (pstall) o g3l Ciall -
= Interface dgalgll =
- Interface define Agalsll Gyt —
- Implementing an interface dgalsl Hlasiad —

- Implementing more than one

Snly 0 ST s -

interface
- Implementing interface to anther o B
interface D] denlsd denls plasad -
* Operator Overloading B lalaall A5 Jaaadl) *
- Unary operator LY Jaleall -
- Binary operator S Jaledl -
- Type conversion o) Cle Jagatll —
* Collections and Generic Glagand] g Cile ganall *
= Collections cle gaaall =
= Generic Glagard) =
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- Generic concept

Lﬁﬁ\"éj &"_\Lc\‘yuj\ -

- Create generic method

lebanssa £33 23m0 e Aipla oL -

- Create generic class

**Part two

(A padl)® *

* Windows application

il gail) e Gadadl) *

= Opening windows forms
project

el gl (a Gl o =

- Windows in design time

asansill (g & 5yallall clyay) —

- Adding controls and
manipulating it's properties in

design time o
;i:\n/lsmpulatmg properties in run S 3 lnily ol

- Event and event handler

Eanll zlleay daaall -

= Basic controls (class,

cpailadl) cciall ) Ll jalial) =

properties, methods) (G
= Advanced controls (class, cpalladll cchall ) dasiia palic =
properties, methods) (G
= Project with multi forms form e Jish gk =
= Dialog Boxes ) (Galia =
= Drawing in windows project il Gkl (& ) =

(1) dpanadill 4y 510N Aal 11211, 8
English Computer Jargon(1)

ol 13g! =S Infotech QS adial
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eV LaW) dadia Gl —1212 @ jia
Fundamentals Of Communication Engineering

* Introduction to Com. Eng.
= Com. System components
= ELM spectrum
= Performance measurements
= Signals classification

cLaiy) duwdid ) Jase *
e la) ali cligka =
(gl Cihal) =
L) aldi olaf ubid =

ahlay) alal -

* Multiple Access techniques
= Fourier series
= Fourier transform and
properties
= Frequencyresponse and
distortion

SLIN ) Jatl) *
Ay g Judhuw =
dailad g du s Jugal =
Agetally Laa ) dlatay) =

* Probability, random signals
and noise
= probability concept and
properties
= Random variables, statistical
parameters
= Random processes and noise

eaally Liflpdall L]y cylaiay)®
duclig Juia¥) aggie =
Ailany) cillangally Auilgdall cigaial) =
gl dudlpdall lulasl) =

* CW Modulation

Bpaiana dagay (lilall) Jpaxill®

= Definition and benefits Alsdy i =
= Linear modulation il sl =
= Angle modulation Sl Jaaxsl =
_ il i) Jaanil)®
* Pulse analog modulation T )
= Sampling and reconstruction Abal) BLAY) Balaiuly Olied) =
=PAM ALail) Jlaa Josus =

= PWM 5 o (s . "
dal) (3aa) gae Jams =
= PPM
Lanl) paga Juaes =
m - - 3 “ e ﬂ*
* PCM and §-M 3 iy (Grail ) dyaadl)
= PCM Sl (i) Jaaadl) =
= 6-M and A3-M CRISEal) Wl Joad glila Jusws =
= DPCM

(AU (Ghaa ) ol Janl) =
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* CW Digital modulation
= ASK
= FSK
= PSK
= Binary frequency shift keying
(PFSK)

Bpalusa dagan oadpll Jpaill*
i) Aaply (bl Jpanil) =
24580 Aalls oabl) Sl =
bl Al bl Jyaadl) =
AU 20,80 Aafls Juy) =

A )y clasteal) alii —1213 : ke

Management Information System

*Management Information
Systems: Introduction and
Overview

Ay clasteal) alii ¢ dale Ladke®

= Definition and Foundation of
management information
systems.

Ay cilaglaall alii Ay g el =

* Information Technology as a
Competitive Advantage

Al §iaaS Cilaglaal) dSlds *

= Analyze of information systems
as a means of strategically
solving organizational problems

Jsléeal) Jad az\a...ﬁ\j.wl‘s Gila glaad) ‘ah.\ Jalas =
LA atit)

iy

= Database processing and
components in an
organizational setting.

dadiitl) ddand) b i) ao|gh aladiu =

= Evaluate management
information systems.

:\:U\A‘g\ Slagleal) aldi andi aalia 9 § b =

* Electronic Business and
Commerce Systems

g Aty Hladll g dg Aty Jleel) *

=Methodological to analyze data
communication systems and
business information systems
from a strategic management
perspective.

bl 5 cNUaTY) kil Jola ciliagia =
B shia (e Aulal) cilaglaally
Al iuy)

=Decision making strategies and
competitive theories

dpnadlitl) Bl g LAY A bl =

=Methods of evaluation systems
development and modeling.

giadaig Alail) pght g andl ol =
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*Business Intelligence Systems,
CRM, and Competitive
Advantage

ceBanl) ClBe §a) 5 ASM) Jlast) alai*
doudlitl) 5,481 Jajdy

= Analyze business intelligence
systems use and decision support
systems theory in competitive
advantage, customer
relationships (CRM) and e-
commerce.

i g et cilagheall ol aladiad Julas =
e g (Audlill) Saall A LAY MAS) acy
g ASIY) Blatlly (CRM) sl

= Assess the value and importance
of management information
systems in the organization of
companies

(s Ay claglaal) ali diaaf g dasd andi =
Qs ) ‘a.\h.u" At

= Build expertise in critiquing MIS
processes, both technical and
regarding human behavior

clagleal) alii cliles ol A clpdl) ol =
() glaad) g Aal) Lald) (ha e y)y)

*Security and Privacy

dnagadll g oualil*

= Advantages and disadvantages to
outsourcing of information
systems' management and
resources.

Loy Ylsa 9 slas Ubia) qgeg ik =
claglaall akii 514y

= Integrate system decision support
and other theoretical and
methodological approaches into
development of effective incident
response

skl b At g lially SN a ki Jalsi =
CEalgall dolatuy) Lidled

= Risk considerations in MIS
iImplementation and operation

Ao )y) cilaglaal alii Yy Ll jhlda =

= Ethical consideration into the
design of management
information systems

Clagleall alil asenai b ABNAY) cliey) =
;\fjd'g\

= Rapid response higher order
thinking skills.

oS Al g Aapedd) L2 Cllga =

*Implementation Sy g Gadali*

= Analyzing the impact of ilaghadl) alil A e cyiil) il Jas =
resistance to change on ) T
implementation of MIS systems “l)

= Assess the impact MIS and
Information technology can have

il glaal) aliiy clagleall Laglsi€ ji i =
3&&2&&\%3&3‘9&&9%\)\4“2\
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on the transformation of
organizations and industries

aleliall

= Enhancement of research,
annotation, and synthesis skills.

Al 5 oAl g sl 9 Cand) Clga =

(1) clbaal) 30168 —1214 : 20
Database (1)

*Introduction to Relational
databases.

Lastal) cll) a8 b dasie *

= Introduction to the Relational
Model.

AaiiSial) dadadl) (b dadka =

- Relational Databases Structure.

Ladlall bl ac)sd Ay -

- Database Schema.

il sacE lalads -

- Keys. iladll -
- Relational Query Languages. D)) i) dal -
- Relational Operations. Ladlal) lleal) -

*Relational Query Languages:

Laniall ludiad) dad *

- Overview of SQL language.

SQL 1 4al 4 desia -

- SQL Data Definition.

Gkl Caayas -

- Basic Elements of SQL.

SQL aall aully) paliall -

- Basic Structure of SQL Queries.

SQL b i) gy -

- Basic Operations. Ll e -
- Set Operations. SET J clalew -
- Operators. Ealaall -
- Single row Functions. el sany s -
- Aggregate Functions. el qlgs -
- Expressions. ulaall -
- Conditions. Lagyall -

- Nested Subqueries.

sl aldlanwy) -

- Modification of the Database.

bl aels e Jasll -

- Join Expressions. Ll Ll -
- Views. alalid) -
- Transactions. ML -
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- Integrity Constraints. aglalsal) gl —
- SQL Data Types and Schemas. SQL & il glsif -
- Authorization. cbadiall -

*Database Design & E-R Model

E-R ESJA-.U clilyl) Bacld s *

= Overview of the Design Process.

asaail) cliles b datka =

= The Entity-Relationship Model.

E-R zisai =

= Constraints.

43531\ =

= Removing Redundant
Attributes in Entity Sets.

L b patladl) ) Ap) =

= Entity-Relationship Diagrams.

E-R hbhia =

= Entity-Relationship Design
Issues.

E-RJ\M‘AQM=

= Extended E-R Features.

daugal) E-R ) cilia =

= Alternative Notations for
Modeling Data.

clibal) dadall dudli) cilliada =

* Relational Database Design.

LA Ul S asanal *

= Features of Good Relational
Designs.

s ) psanail] e =

= Atomic Domains and First
Normal Form.

Normalization 4 Js¥) z 3salll =

= Functional-Dependency Theory.

il gl) dpaiil) Ayl =

= Decomposition Using Functional
Dependencies.

Al A yBi aladiudy Julat) =

= Algorithms for Decomposition. Jalatl) cilua)led =
= Decomposition Using "
. ) aamd aladiul Juladl) =
Multivalued. pa) d3ns gl s
= Dependencies. dal) =

3

= More Normal Forms.

Normalization J) z ilai 444, =

= Database-Design Process.

Uil Baeld araal cililes =
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dadiia daay —1215 : jRa
Advanced Programming

(CH# Aad 2asials dolead) ABAY)

* Exception

(sUaal) 3)a) el pliliay) *

- Exception and error handling

Paal) dalleay clolinay) —

- Try, Catch, Finally, Throw
keywords

try, catch, finally, throw 4abad) cill) -

- Multiple and nesting try blocks

lelalaig try S sasn —

- Writing custom Exception

ua\; LU Coa ;Ld'u! -

* Delegates and Events

claaly Ly *

= Delegates Ly =
- Delegates concept LY o ggha
- Delegates define LY Gy -
- Multicast Delegates LY Looaws —
=Events Elaaly) =
- Event concept Gl agghe —

- Defining and using event

Gaall aladialg Chuyad =

* Multithreading

clail) daaans *

- Thread concept

) 2 5gda —

- Thread class (properties,

(B «=ilad) Thread el -

methods)
- Life cycle of a thread eanil) 3les 5y90 —
- Thread Synchronization oabail) p dalall —
* Files and streams Juagll) g g culalal) *
- Introduction ladia —
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- Create and Manipulate File

- Create and manipulate Folder

- Reading & Writing text file

Apatll i) & 4L 56 @l

- Reading & Writing object file

GBI < ka8 Al 5ol @l —

* working with Databases

Cildaral) 3o\ aa Janl) *

- Database connection classes

Slbanall selgil e dasyll Cagiea —

- Database command classes

Glbarall 2ol o jalg¥) Mbt Cighen —

(2)smlal) Ll 1216 : ) jha
Computer Maintenance(2)

* Understanding the
environment of software
components:

rdaaa ) cligal) ddy agd *

= Interaction of operating
systems with programs.

bl e Jahl) a3 Jelis =

= Performance and
requirements of hardware
of operating systems and
programs.

Jiial) Al dabial) cilillaially o)) =
.=l

Hard disk:

concepts, structure,
partition, configuration and
management.

cpmeiil) (i) ¢ autlial) :aleal) i) *

Operating systems:
Configuration, setup,
problems and solutions.

COSEall ey Jasal) : bl alas *
Jslally

Hardware and the operating
system:

Setup, configuration,
management and
development of

cdaey) dahil) alaig Aualiad) ciligSal) *
LA uslatg By asal)
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performance.

* Qperating system:
management, allocation,
security and control of
resources.

q):ui: cua..yau"' cSJ\J! M\ em *
3] gadl ‘.; (.Sﬂ\

Problems of the operating
system and programs, causes
of error messages and how
to deal with them.

dﬁl-uu c@b,db M\ ew CMEa *
Jgra Jaladl) 43Sy Lgabaad cUasY)

Checking and fixing the
problems of the operating
system and programs
working with him:
Methods and specialized
programs.

Juil) allii S sy pand *
abally (3l :dna Alalall gallly

-

. Auawaill)

3

Secure computer in various
environments and on the
Internet.

Aoy Aalidal) i) A Ggulal) cpal *
L) A

* Laptops.

Al gaaall clgad) *

(2) damadil) diliy) &l —1221: ) ke
English Computer Jargon(2)

ol 13g) 7S Infotech S adial

3,33&4&3\ GG foalaa —1222 @ )5
Network essentials

* Introduction

dadia ¥

=Network Concept and it's
Advantage

gaailig gl Bldll, A o ggha =
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=Peer to Peer, Client/Server
networks

= LAN,WAN,MAN Networks

LAN,WAN,MAN cl$ld) aggla =

* Networks Topology

Sl Jua sl :\.'éyh *

* OSI layers OS| 4l cldda *
* Data Encapsulation Clibal) Caalas *
= Frame Structure Sl Ay =
= Packet Structure Al duiy =
= Segment Structure Aaladl) 4y =

= Token passing and CSMA/CD

Jala s LTy Aadall yupai 407 =

* TCP/IP layer

TCP/IP gisai cilih *

* Internet Protocol

JeSsign o ayl*

= IPV4 IPV4 =
= Classes Concept hgdall aggla =
= IPV6 IPV6 =
= DHCP ASaalipal) digial) =
= ARP Cusbiad) da JeSsigp =
= RARP el Gpaglinl) Ja JgSsig 0 =
* Network Cables A e *
= Coaxial Cable Srsaall Jusl) =
= Twisted Pairs Cable Jdesaall Jusl) =
= Optical fiber Cable digal) LY Js =
* Network Devices QL) Cljagas *
= Repeater and Hub paaall g KAl =
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= Bridge T
= Switch Jasall =
= Router dagal) =

* Subnetting and supernetting

Lus 2l cladd) *

* WLAN Network

LSy el

* WAN Type WAN ciSus g gl *
* Practical section (bl acadl)®
= Static host configuration and Juai¥) JLidly Chudall ¢sbud) cppsill =
network connectivity testing Seld)
= Network Services LE) claadl) =

- File and printer sharing

Glalally cilelal) 45—

- Remote desktop connection

J:\:_M_\ISAC_L;MJL«A:\Y\—

- Internet connection sharing

can il Jlat) aSHLee —

=Domain Concept

Domain aggee =

- Domain name service ;: DNS

DNS cElaill elow) daaa

- Dynamic host configuration
protocol

DHCP Casaall G (585l daxd =

= Cisco hardware equipment

S Cjagad e =

= Access to Cisco equipment

S Sagad () Jsagll =

- Console — AUX — Telnet

Console — AUX — Telnet -

= Switch

Jiall =

-Virtual local area network (VLAN)

(VLAN) docal 58 ddaall cSuil o ggia

-Routing between VLAN

docal il dalaal) QA o sl

= Router

AQgall =
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-Synchronous serial link

Laliall dladeal) Aleasgll-

-Static route

oSl 4 ill-

-Dynamic route (RIP)

(RIP JsS5i55) (Sealiall apngill—

Gldaral) Ay clsaijlsadl 1223 : ) Ra
Algorithms And Data Structures

*Complexity

laajlsal) aghas *

* Sorting Algorithm

(il ol ciloaj s ®

= Bubble Sort S Al =
= Selection Sort SLEAYL Al =
= Insertion Sort aladyl 8l =
= Merge Sort gl AN =
= Quick Sort el AN =
* Searching Algorithm Giand) cilua)led *
= Sequential Search (i) Aeadeadth) Eal) =
= Binary Search AU &) =
* Recursive Algorithm (Apasadl) daaglaill claa jlsid) *
= Towers of Hanoi Gsila gl =
= Hilbert Curves Cyula Gliaie =
= Sierpinski Curves (S Ciliiaia =
= Sierpinski Triangle Sy Eallia =

* Backtracking Algorithms

Faan il cilaa) i) *

= Knight Tower Problem

Obaat) g Ao =
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= Eight Queens Problem

Ll ¢yl Al =

= Stable Marriage Problem Seal) z1g30 Alewa =
= Optimal Selection Problem Sl L) Al =
* Data Structure cilabanal) 3 *
= Linked Lists oy ial) silsll) =
= Stacks Glwakal) =
= Queues Jud =
= Binary Trees sy sl =

= Binary Search Trees

LSLEY Gl laid =

(2) cldaal) soigh —1224 :  jha

Database (2)

* Oracle Database Architecture.

JShol clily Basld A< *

= Database Instance Structures.

bl Bacldl Jaaadl) ddus 4 =

= Memory Architecture. BSIA duiy =
= Process Architecture. Slileal) 4y =
= Physical Storage Structures. (Al Al &y =
= Logical Storage Structures. (laiall (Al Ay =

= Application and Networking
Architecture.

Audl)y cildadatl) 4y =

= Overview of the Optimizer.

Jid) ) A Latia =

= Overview of SQL Processing

SQL ) dal clidas 8 dadia =

* Relational Data Structures.

Liial) bl sasld Ly *

= Tables and Table Clusters.

Jdolaadl Sudlsy Jglaad =
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= Indexes and Index-Organized

diygiall Jglaadly puylgdli=

Tables.
= Partitions, Views, and Other | 33 hhia jalic jany pbilally aludy) =
Schema Objects. bl
= Data Integrity. il dalalss =
= Data Dictionary and Dynamic Ll (puseld =

Performance Views.

* Advanced SQL.

dasiial) SQL. alaiuiy) dad *

= Accessing SQL From a
Programming Language.

Liaays Aad Cpada SQL ) cilaas il =

= Stored Packages Functions and

Ll clihaYly alsilly ajall =

Procedures.
= Triggers. a3 =
= Recursive Queries. SLSH i) =
= Advanced Aggregation M
aadill dadia Ll =
Features. = =

* Server-Side Programming:
PL/SQL and Java.

D padall dga (e daapll *
Java |y PL/SQL J &

* Transaction Management.

OB Byl *

= Data Concurrency and
Consistency.

Ll Guliy dalad =

= Transaction Control.

CDIBLLL agasl) =

(1)) ey 1225 : 24
Web Programming(1)

(ASP CH aal alasials dileal) A5Y1)

* Fundamentals

i patlia *

- A Brief Introduction to the internet

Al e daal -

- The World Wide Web

o) 3t -

- Web Browsers

Gl Gladiaic -
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* Introduction to XHTML

XHTML & cilbulad *

- Basic Syntax

gmbfi\ J<a) —

- Basic Text Markup oail) il bl -
- Images geal) —
- Hypertext Links Lyl —
- Lists S5l
- Tables Jghaall —
- Forms gl -
- Frames Sy -

* Cascading Style Sheets

Aial)l cladal) gl *

- Levels of Style Sheets

Gladall Cglad g —

- Style Specification Formats

PR JIRVE iy B

- Selector Forms Glaandl gl -
- Property Value Forms Laddnals JSal -
- Font properties Lall jailas -
- List Properties algal) Gailas —
- Color AN
- Alignment of Text il Bl3las —
- The Box Model Gstiaall 73501 =
- Background Images Ll jgum —

- <span> and <div> Tags

<div> 5 <span> clyigall —

* The Basic of JavaScript

Blad) clalbd clbubad *

- Overview of JavaScript

dadta —
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- Syntax

Jal -

- Primitives, Operations, and
Expressions

Salaally cilleadls Wl —

- Screen Output and Keyboard Input Sledayl 5 Jaay) -
- Control Statements pSaal) ladat —
- Arrays ldgaadll —
- Functions il gl —
- Pattern Matching z lail) Lallas —

*JavaScript and HTML
Documents

(ailiglly Blal) cilalad, *

- The DOM

bl zasai —

- Element Access in JavaScript

- Events and Events Handling

lils clblad 8 o) dalles —

*Dynamic Documents with
JavaScript

LBlad) clblad ¢ daSualivall 3iligl) *

- Element Positioning aliall agi -
- Moving Elements ealiall @iy —
- Element Visibility aliall lgh) —
- Changing Colors and Fonts Jaghall 5 ol aSaall -
- Dynamic Content Sl (ggindll —
- Stacking Elements pualiall puaSs —

- Locating the Mouse Cursor

Hl yhse cildilas) dass —

- Reacting the Mouse Cursor

Bl i ae Jelinll —

- Moving Elements

aliall ASyay oSal) —

* Introduction to ASP.NET

ASP.NET ) dasia *
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- Web Forms Gl il —
- Page Class daiiall Ciua —
- Web Forms Life Cycle z a5aill Bla 850 —
- Web Forms Event Model eaaYl -

* Server Controls

adiall dga (o aSadl) jualic *

- HTML Server Controls

- Web Forms Server Controls

axiall dga (e il ualic -

- Rich Controls

Al S jalic -

- Validation Controls

daal \QA}M‘\).«AUS—

- User Controls

i) akai —1226 : ) jha

Operating System

x Introduction:

p Al asalia

= OS definition. Sl Al (it =
Uai 8 Judal) ol dualy o3 gal) =
= The role of OS. e f i
cigalal)
= Revolution of OS. (i) Al ) ghat =
= Operating system types. Jhdl) alai o Aiaf =

« OS structure:

: Juadal ""\3233.9.'\,\ *

ew 9 e.w. (MJ vk | em..l Gladd =

= OS services.

lal)
= System calls. Al i ple xind =
= System programs. Al maly =

= System design &

.(M... :'.\em..l ').IM.\“"'JP.\M’ 0 =
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implementation.

* Processes: :cldlay) *
= Process concept. . Ay aggha =
= Process’s states. Aihay) c¥W =
= Process management. iyl Bl =
= Operations on processes. cabdhay) Ao ablal) =
= Threads il =
* CPU scheduling: DAl dadlaal) Basg Adgan *
= Basic concepts: ol palle =
- CPU burst gl 4l -
- 1/0O burst oAl 5 Jaall das) -
- Scheduler, Scheduling queues, 5 Aunidl) Algaall Algaall J55f 5 c¥gaadl —
preemptive and non preemptive. il e Al
rdgand) il lsd =

= Scheduling algorithms:
-First Come First Served (FCFS)
-Shortest Job First (SJF)

- Priority

- Round Robin (RR)

- Multilevel queue scheduling
- Multilevel feedback queue

Yol pas Yol ey (10 B s =

i) llaall A2y 3 )Y Aua) yled -
il (3ag Agaal) daa) s -

Ll dlgaall Laay)led —

Glgiaall saaaie JBU dlgaal) de) ylss -

5 lgiaall saaeie JEAU Algaal) due)yled

scheduling. aalyl) daaal
aﬁﬂ\ asadly Julad 1311 : ) Ra
System Analysis And Design
* Introduction dadia *
= Introduction to Information pail) g lsily laslaal) Aukif o daska =
Systems Software applications daaapll
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Categories

=Software Development Life

Cilaglaall allas Bl 559 =

Cycle (SDLC)
=Software process daaaydl Ay =
- Waterfall DLl = 3saill -
-lterative SIS 73 gaill —
* Analysis Jalaxt) *
= Software Requirements doaa ) cildbaial) =

= Definition- Functional/Non
functional

Tddagll pé g ddligl) bl =

= Requirements Elicitation

: : ldbial) Gl =
(Gathering Techniques) i il
* Requirement Analysis Gllbia) Jalas >
= Prototyping — Specification — el daie) =

Analysis modeling.

* Modeling Requirements with
UML

UML alaiial et} daie *

= Introduction

dadia =

= Modeling requirements using
use case Diagrams

Alad) Jabadia aladialy dadadl) cilillia =

= Components of use case model

Alal) Jalada G:\JA:! ligSa =

= Components of a use case
diagram

sl Jabads clig€a =

= Steps in processing
requirements specifications to
construct use case diagram

Aal) hlada ¢La) Cfghad =

= Use case identification and

lgbagy Alal) Jabada Cladas =

description
= Domain model /Conceptual . X
: laal) Jakada [ (yaagall i =
Diagram gt [ Gxas gasa
* Design M‘ *
= Class Diagram i gual) Jakadia =

= Move to Design

asaall ) Julatl) e JEEY) =
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s eylall —1312 :ka
Modern Communications

* Radio wave propagation Agaal ) e L) *
=Path loss Al laall agh =
=Diffraction Jlasiy)=
=Shadowing Jullanl) =
=Multipath fading Cfjlacall 23 Cygdd =

* Multiple Access techniques daaiall Jladl) culiles *
=FDMA 3350 alecBly aaial) i) =
=TDMA i) aluBly aaaial) Sait) =
=CDMA S aludbly aseial) dail) =

* First Generation mobile

o A cyLasy) claghia ¢ Jo¥) ) *
Communication Systems = Glaghia 0a ) daad

=Cellular Concept, Frequency

30410 caayil) aladiad Bale) ((geldl) o =
Reuse, Interference JAI a3l Jecgsladl

=Cell Capacity, Cell Splitting, o) AR it A i AR Ao =
Cell Sectoring e Uad

=Mobility Management, Lglial) (AEil) 5y =

Handovers
* Second Generation mobile e lal¥) claghiia (e (AU Jaad) *
Communication Systems A

= GSM Overview and

1 m‘ ‘ Jdealiy . Z\Nj =
Architecture, GSM Channels =) lgibdy GSM ¢

= 1S54 and IS 95 Architecture IS 95 5 IS 54 (piaghiall ol =
* 2 5 Generation wireless Glaghia (1o Chuailly S Jaal) *
Systems Al ey laiy)

=Reference Architecture, Devices

and Terminal Types i shally HaY) g1l e aaall il =

=Location Mallagelllent and TR S TRT - w
. P ad —
Handoffs in GPRS GPRS 44shia 4 Alglially adsall §)4) =

=Short Messages Services (SMS) Bmadl) Jiluyl) cilaas =

* Third Generation wireless Y laiy) claghia e G Juad) *
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Systems PRI
=IMT-2000 IMT-2000 4daglaial) =
=UMTS UMTS 4Laghiiall =
=Evolution from 2G to 3G Gl daadl () A Jaad) (e JEY) =

* WIMAX WIMAX daglaia *

= Motivation, Architecture

olial) cablal) =

= |EEE 802.16 Standard

IEEE 802.16 Jbaal =

= Future and Research
Challenges

Elad) sty Jaiial) =

* Orbital Mechanics Jlaal) il ¥
= Linking by satellite Jildl e Juagll =
= Used frequency bands daaiiaiall gl eNlaal) =
= Used Orbits daddical) cfjaal) =
= Satellite design Sl avaiai =

= Transponder design

cuaiual)l Juipal) avaal =

* Satellite propagation and
transmission equations

S N alaag bl SLETY) *

= Uplink characterization

aclall dlagll Chuag =

= Transponder characterization

caianal) Jousall Chagi =

= Downlink characterization

Alailgl) Aluasl) Ciuarss =

= Atmospheric effects

L.'SJQJ‘ Dlad) Jlﬂ =

* Earth station design

dua N daaal) PRV

=Uplink amplifiers, frequency

(a3l N e (Baslall dlagl) ciladias =

converters, modulators <N anal)
=Downlink amplifiers, frequency A e cdbulgll dagl) cladiaa =
converters, demodulators Jadal) cladls
=Antennas ciludlged) =
* Satellite networks bl i) *

=FDMA, TDMA, CDMA

CDMA (FDMA (TDMA aasial) dai) =

=Inter-satellite communications

L) Jilged) Ll =
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=Performance evaluation

e\ A =

* Navigation by satellite

L) dadialf *

=Time Difference of Arrival

o) dpash LA s =

Techniques
=GPS Systems Jalad) adgall apaad cilaghia =
=Limitations to Accuracy a3y clagaaa =
lgiiluay dudanal) clasgll —1313 ¢ 84
Peripherals Maintenance
+ MONITOR: roaad g *®

= CRT MONITOR.

Aodagal) dadl) Gl Slga =

=LCD MONITOR.

i) Pl S Aaadlgy ) g =

= PLASMA MONITOR.

Ll iy gl Jlea =

= LED MONITOR.

.LED 48y (apl) jlea=

* Projector. Llawy) g *
% Printers: rcilaglal)
= Impact printers: 1Ay lial) claglial) =

- Daisy — wheel printer.

Agjlall Gal @) clala —

— Dot-matrix printer.

el bl —

= Nonimpact printers:

Ayl il Cilalal) =

—Ink jet printers (Bubble jet)

—Page printers ( laser printer)

(Al Glulall ) cladall Glala—

- Solid — ink printers.

coball ) cleta—

— Thermal printers.

sl clallal —

- Dye — sublimation printers.

st bl il eyl —

= Print media (paper — paper

Gldalge —@osl — ¢ deLal) Jasug =

specification). Byl
= Consumables (ink— printer | @0 Bl —c pall —: Asigiual) Jgal) =
ribbon- tuner). A pad) Byagal) —
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Scanner and Digital
Camera.

Aaad ) aalsl) g datgal) dalal)

Flash memory & memory
card.

BSIA clBUay g (ENAY S|l

Uninterrupted power

Aokl o Ukl ade Cilaag

supply.

= OFF line. adaiial) A3 i =
= Line inter active. il Jadat) Jay ) =
=On line. cadlal) Jadd) =

= Battery in UPS.

R o Sang B caaal) =

= Specifications (negative —
positive).

(b = Al ) lalpal =

Keyboard. ikl dagl *
= Structure. A =
= Connectors. ) eBlay =
Mouse. .5,

Connection ports. Ll 1k
= Serial. - eeadeatl) =
= Parallel. Sl =
= USB. ragand) Audedl) JBLY =
= Firewire IEEE 1394. . |IEEE 1394 g;uh Jawy =
= Infrared. cslpaad) ciad dady) =
= Bluetooth. (BN o)) g gla=

= Standards —pins — speed —
system — configuration -
voltage — control.

— bl ol — (bonsll) yslacall =

— (Sl angal — alad) — ey

CaSatl — AuiligSl) agal

Battery.

(@lptadl) @bl

Troubleshooting steps.

Al 5 JUae) auaad clghaa

Display system problems.

Y allal Jlasi

Printer troubleshooting.

ccilaallal) el
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(3) wbbaall 30168 -1314 :  4a
Database (3)

* Oracle Backup and Recovery.

JSLgh B Balatialy aliay) geodl) *

= Overview of Backup and
Recovery.

Balaiu |y Aabia¥) fewil) & dadka =

= Starting and Configuring
RMAN and Flashback
Database.

RMAN gualiys Slaely s =

= Backing Up and Archiving
Data.

bl dddfy Jabaay) dewil) =

* Concept of Data Replication
and Integration.

Sl JalSig LS5 gl *

* Oracle Performance Tuning.

JGsh A o) s *

= Database Performance
Method.

bl Bacld o Ayl =

= Proactive Database Tuning.

Glibad) Sacldl Gaal) Jasiall =

= Reactive Database Tuning.

alibul) ac B Java sale) =

= SQL Tuning.

SQL Tuning 84 =

* Oracle Real Application
Clusters.

ORACLE RAC 31 4y *

* Oracle Database Security.

JShigl A bl Bac @ oyl *

* Concept of Data
Warehousing.

Sl £ g asgha *
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Artificial intelligence

* Proposition Calculus Cluzpdll clua *
= Language dall) =
= Inference Rules V) 2l =
= Proof Syl =
= Semantic ayal =
= Soundness and completness Jlaslly dadld) =

* Resolution in Proposition
Calculus

Gluga il Glwa A Jad) *

=Resolution Jall =

) ) cibe ) oAl Baa duall Jagad =
=Conjunctive Normal Form i

alas

=Resolution Refutation ol Jal) =

* Predicate Calculus

Gbabia) Qlaa *

=Language dadl) J<a =
=Semantic ava =
=Quantification pasil) =

* Resolution in Predicate
Calculus

abaliud) Glua 8 Jal) *

=Unification

L gill=

=Resolution in Predicate
calculus

ababiny) Glua 8 Jall=

=CNF

JSA ) Sl B el Jugaie
i)

* Expert Systems

Bdl) aliil) *
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=Expert Systems Architecture i) alliil) 4y =
=Forward chaining daala) Al =
=Backward chaining Aald) dlld) =
=Rules Learning o g8} alal =
* Uncertainty Brasdl) alail) 8 i) *
=Bayes Approach b e
=Certainty Factor A5 Jalaa pgie=
* Fuzzy Logic bl ghial) *
=Fuzzy Logic Basics ) shiall clbulul=
=Fuzzy Expert Systems ol M:t:
* Prolog Language Eolgm Aad *
(1)4sSeis Jaada 23 —1316 @ jaa
Network Operating System(1)
* Overview Ad )l Aol *

* Install system

ddlas |y Aluaady alall) cunals dadS*

* User commands

ades Ay (golad) yaicwal) jalgl*

= User files and home directory

oalal) aldyg aslale =

= Manage file & folders

Gaadlly Laylg clalad) 5yl =

= E- malil

A L) Jabs =

= Printing

de bl clle =
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= Text editor VI

Vi gagaill jjaa =

* Graphic mode and shortcuts

lgahbaialy Lpageul il e iyl

* Package Manager

gl 3))a) *

=Add and remove and upgrade
packages using rpm

rpm el aladiuls galud) Al dslal=

* Backup and Restore

Balaiu |y (aliad) feudl) *

= Why use backup and media

Aliluy 9 pradd ) dsan) =

= Backup utility tar , cpio, dd

cpio, dd , tar gl <l =

= Workink with MS-DOS
Diskettes

Mtools & uall gaydll pa Jaladll cifga) =

= Compress files

gunzip , zip bl ddg aial) =

* Programming shell

shell cllen) i dily daapl) *

= Variables & parameters

Cliahlly cNgatall =

= Loops

until , for , while c\alal) =

= Conditional expression

test , case , if duadll dlaad) =

=read , expr ,trap

trap , expr, read 4les =

* Hard Management & BootLoader
(LILO ,GRUB)

Jeaadl gl 5 Gl B *
(LILO, GRUB)

= Hard names and files

g daldl) cililally galudly Gal®Y) slod =

= Configuration file

Jpanill galipy i) Cile aladiud=

= Boot options £ cld =
= Run levels Jand) Ciligiosa =

* Startup and shutdown Jaddl) Caldylg g8y *
= Startup process alail) g3 Jalpe =

= Boot files fstab , inittab

inittab, fstab g3&¥) clala =

= RC script

rc.d eyl clals =

= Shutting down

Jatnl il =

* User and group

Gile ganally (n paiioual) Byla) *
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= User & groups files

ole panally Cadiinal) ) cilile =

= add and remove and modify
users & groups

cile ganally Cpraddiceal) Judriy Cidag ddli) =

= Password restricted

J«AS‘&AASJJ:\B=

= Account security

leald) ol =

* Process administration

SelaYly algal) 5)4) *

= process and Zombies

alilay) dalles =

= Start & stop process

il Gilkly s =

= Changing priority nice & renice

renice & nice lgiliglyl s =

= Sending signals

clishadd eflé) Jay) =

= Administreting at & crontab

crontab & at dlgasall algall 3,3 =

* X-Window system

X dsaguud) dinl) allas *

= X window server

Xeé&A=

= Desktops Kde, Gnome

KDE , Genom «iiSall guau =

= Window Managers

kdm , xdm 2éjill ¢fjaa =

* File systems

leliantiy Lgelgily cilalal) dakaif *

= File system structu re/types

= Making/mounting filesystem

Cililall Ui (hanty oL =

= Maintain file system

cililall ki £l =

= File systems

lebeants Lgelgily cullal) dalasf =

* Kernel administration

Jolliia) e Ly Lgluaatg 8lsal) ) *

lgia
= Entire Architecture A pandd) Aidly Aa )l Al 4y =
= LINUX kernel Bladll A L =

= Install and rebuild new kernel

W el Balely Bada 8l uall =

= Kernel options

8lgdl) CYgada =

Clbaasd) dasia —1321 : ke
Software Engineering
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*Software Process

daaapll Ayl

= Process Phases Y Jalw =
= Process Activities i) dg)ay) =
= Best Practices clalaal) Juadl =

*Traditional Process

Jayli) Ay *

= Waterfall A 7 agall) =
= Incremental S 7 dgall) =
= Spiral Haall =
= RUP (JUissdly) Basgall Ay =
" .
Sofé\;\]/gifeeRrei?] glrements il Fsia®

= Requirements elicitation

Clblial) s Ll =

= Requirements analysis and
documentation, review

lgiisi § lginalmy clallaial) Julas =

= Elicitation techniques,
analysis models.

lghinua (e aslilly cilullaial) cliglyl =

*OBJECT MODELING dua pl) dadail)*
= Evolution of object models T
g s 7 3 gadll =
= Object modeling Mijiﬁ _
= Objects and their CilBall i ghua g ol £Y) =
relationships- Classes Ui il clBSle =
= Class relationships bl Y =
= Association . ' J: <) =
= Aggregation ‘_usj.m _
= Composition ), g =
= Inheritance Cisiiall (e il 2 el =
= Instantiation duoaaill aladiad =
= Using Multiplicity . ‘
*Software Design Slaaa sl aanal™
= Detailed Design (adil) aranall) =
= Architectural Design Ol asanal =

= User Interface Design

i) duiadail) Cilgaly asenal =

*Agile Process

Gl g dgaill®
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Network Design

* Network design steps

GlGA]) avaal Gighd *

= Analyze Requirements Cilalbaiall Julas =
= Logical Network design ASal ahial) asasall) =
= Physical Network design Al Aljakl) prasall) =
" Documenting netwbrk design Shsly Gl 354
* Top-down network design Ja) ) Ao e ClE avanal *
=Scalability dargil) =
=Availability Lalial) =
=Performance s\ =
=Security o) =
=Manageability By Al =
=Usability alaaiay) Aulile =
=Adaptability Al A8 =
=Affordability dullal) Aalgy) =

* Characteristic of existing

Bagasall clSudd) Jasfsi Latbad *

internetwork (I
= Infrastructure dadl) 4 =
= Addressing and naming slacdy)g ddginl) =

= Wiring and media

dariiecall Dy JaL) Jaslug =

* Characteristics of
network traffic

Al gl alSa ailald *
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= Network Traffic factors

254 ClSa Jalge =

= Location of traffic sources

2l cla jilas adge =

= Traffic load

9l Clsp e =

= Traffic behavior

29l Gl sl =

= QoS requirements

Laril) Baga culilbiia =

* Designing models for
addressing and naming

Giliadilly 45 gial) C.:Lu sl *

= Public IP address

) IP Ougles =

= Private addressing

Lol |IP Q:IJIJQ =

= Static vs. dynamic addressing
(DHCP)

ASualipal) digially diSLud) digial) =

= Design nets with subnets

L5l SIS paa =

= DNS

clacd) ciladda =

= IPv6 Protocol

IPV6 JsSsign =

= IPv6 Address types

IPV6 & (aglial) g 163 =

= Static vs. dynamic addressing
(DHCP) for IPv6

3 ASualipal) djgiatlg AiSludd) djgial) =
IPv6

= IPv6 Services

IPV6 cilué pan laadl) =

= Transitioning IPv4 to IPv6

IPV6 ) IPV4 (e JUEy) =

* Selecting Switches and
routing protocols

ddaal) CISEN slasly asanal *

= Select cables system

= Local networks techniques

ddaal) cludd) Uil =

= Switches types and their

lguaibad g ¥ asal) g lgil =

properties
= The method of selecting das pds Loy ¥l LAY dBh =
switches ddleds daaaal) AU
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= VTP Protocol

VTP JSsin =

= Inter vlan Routing using
Layer 3 Switch

Jard Wadlae) ddiyhag Layer 3 switch =
inter vlan routing

= Etherchannel technique

4ik + aggha ) Etherchannel 4. =

(Hae)

= STP concept

Walse) kg 4clpl STP aggda =
Zlsa ABIS aladiul Adudi i i
dllads Al

= designing and drawing
diagrams (logical and
physical) LAN

dgihial) ) cillabia )y paal =
L) At (Al

* Design and preparation of
wide area networks

3.»..4\‘93\ LGl 4\4“—‘\3 sl *

= Selection and transportation
technologies to the enterprise
network

Auid A Jaslug g LAY Lodl =

= Designing and drawing
diagrams of WAN

dau)gl) ASLE) Jalada ) § aandl =

= Switches types and their
properties

daulgl) ASUAL) g9 8 Jayyg dae) =

=Routing algorithms

saeidl) il led =

=Static and dynamic routes

LSaalinal) fylocally AiSbad) fylaal) =

=select the type dynamic routing
protocols

ASalipal) juaadl) CN S g JLIAI=

= OSPF,EIGRP protocols

iiyhy OSPF,EIGRP sy =
Aisaay duilale cilSud b o)

= BGB protocol

BGB JsSsix =

* Network services

AE)) cilaad *

= Specify required services at
designed network

pal) AAY B dgglhall cilasdld) yaad =
sl

= Specify requirements to do
each service

Laxd S Jaad culilbiial) apass =

= Drawing logical diagram for
network services

i) cleadll dhaia Jabadia iy =
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* Developing network
security strategies

Al el Al paghas *

= Securing remote access

Sl M) el =

= Securing network services

A cledd (pal =

= Securing server farms

cleddal) A e (el =

= Securing user services

Cradiioeall ciladd o =

= Securing wireless networks

L) i) ol =

* Testing Network design

M.:’\W g olaa) *

= Types of Tests LAy ¢l =
= 'I(;oo_ls for Testing network CLLEEY) b ekl il =
esign ?
* Documenting network . ,
: A<l 3o gaien *
design P s

= Logical and Physical design

gah.'\.d\ asanlilly g.a‘ly,gﬂ\ asaail) =

* Network design project

"’;‘S.:.* .& & %

(1)cASuid) 33 —1323 : ) jha
Network Management(1)

*Network Management
Overview

QM\ 5)\.}! s el& uaﬂ.A *

= NM functions

Sl Byl caslag =

= Network and System
Management

aliilly ClSudl) Blaj=

* Network Management
Architectures & Applications

ASuld) ) cllaly Gy *

= Network Management
Standards.

AL 53] ulaa =

= Network Management Models.

Gl By g i =

= Organization Model.

wﬁsm zigadll =
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= Information Model. laglaal) z3gaill =
= Communication Model. claiy) g igal =
= Functional Model. il gl ¢ dgal =

= Network Management
Applications

Auil) B ciliadat =

* Network Management
Functions - Configuration

A §yla) aillag dlas) *

= Configuration Management &
Auto-discovery

Y laasyly clalaey) gl =

= Configuration Database &
Reports

alalasy) iy Clidaa i |g8 =

= Abstract Syntax Notation One
(ASN.1)

ASN.1 dal =

* Simple Network Management
Protocol - SNMP v1

Bl GlSudd) 8 JgSsign *
SNMP v1

= Structure of Management
Information

B Clagies Ly =

= Std. Management Information
Base (MIBs)

MIBS 4 buaall 831 cilaghaa bacld =

= SNMPv1 Protocol

SNMP v1 JsSgign =

* Network Management
Functions - Fault

JUas ¥ — Auil) B)la) casllyg *

= Fault Management

JUas¥) B =

= Fault Identification and
Isolation

el JUae¥) e i) -

= Event Correlation Techniques

Eaal s sl =

* Simple Network Management
Protocol - SNMP v2

Jpal) CASAY 5 JgSsigm *
SNMP v2

= Version 2 Protocol Specification

SNMP v2 ceuayi =

= Version 2 MIB Enhancements

SNMP v2 JsSsi58 MIB clias =

= MIB-I1, Case Diagrams

MIB-11 &l Jakia =

* Network Management
Functions — Security

) — Gl Bya) caillyg *

= Security Management

oY) Byla) =

= Protecting Sensitive
Information

Lubesal) ilagleal) dilaa =
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= Host and User Authentication

h.. . !b e - S‘ 01".'0' ‘ —

= Key Management etilial) 8 =
* Simple Network Management | SNMP  Jaceall cilSald) 8))a) JsSsign *
Protocol - SNMP v3 V3

= Version 3 Protocol & MIB

4 ualdll MIB 5 SNMP v3 JsSsis =

* Network Management
Functions

ClSual) Bla) casllag *

= Accounting Management

Laalaal) 518 =

= Performance Management

)N Byl =

= Network Usage, Metrics and
Quotas

* Remote Network Monitoring

B 8 ASA) Al *

=RMON 1 RMON 1 =
-Statistics Collection Clelasy) gan-
-Alarms and Filters Slieadly ey

= RMON 2 RMON 2 =

-Monitoring Network Protocol
Traffic

Al CYsS g 0 s e Dl Al

-Application-Layer Visibility

il (gine e A3 )

* Management Tools, Systems
and Applications

By ciluadatg Aakiify cigal *

= Test and Monitoring Tools

ABally JLESY) gl =

= Integrating Tools

ALl gl =

= Development Tools

skl gl =

= Web-based Enterprise
Management

sl Ao Bacinall ciladall 518 =

* Some Current Network
Management Topics

B s gl *

= Web-Based Management

sl Gk oo B =

= XML-Based Network
Management.

XML Gub oo alld) 3y =
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= Distributed Network

Ao gall ASual) B =
Management. sl sl )

= Reliable & Fault Tolerant

ASual) B JUae) Jaadg Adgigll Byla) =
Network Management. wid) (B JUas) Jaady Adgisll )
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Multi Media Programming

Multimedia types.

 Basaial) Jaslugll &\

History of Multimedia

Sasmial) Jafleugl) oyl

Tools to build multimedia
Systems.

Badaial) Jadlugl) alai oliy cilgal

Multimedia information
systems.

Basial) Jailugl) cilaglea alis

Multimedia Applications.

Badaiall Jaslua gl ciluudss

Fundamentals of digital
imaging.

Aad ) B gual) crluald

Fundamentals of digital
audio.

(BN Cigall Clald

Color.

Ol

Video.

. gl

-

Compression and

decompression Algorithms.

Javal) g Jaral) ciliaj)y sd

Multimedia software tools.

-Basaial) Jailus gl daayul) i g

The storage, retrieve,
presenting Multimedia.

Siluasl) (ayeg Balalaly AT 3k
L Badxtiall

Communication in
Multimedia.

 Baseial) Jatlusglly ¥ Lany!

New technology in

multimedia systems (WPF:

Windows Presentation
Foundation).

Basaial) Jailagl) 8 Ahias culyids
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(2) ¥ baay 1325 o8
Web Programming (2)

(ASP CH ax) pluscral aen)) alzd))

* Core Concepts fola) psalia *
-Web Forms Goll 3l -

-Server Controls

ax3all dga (pa oSal jualic -

-ASP.NET Applications

ASP.NET cilands -

-State Management

Al syl -

* Data Access

Sl ga Jalail) *

-ADO.NET Fundamentals

ADO.NET bl -

-Data Components

Gblall e Jalaall @liga —

-Data Binding

C'_\Lil..'\.\]\ L:D -

-Rich Data Controls

Laall bl yealic —

-Caching and Asynchronous

LBl Ciladeall 5 saall -

Pages
-LINQ LINQ il —
-XML XML it -
*Building ASP.NET ) .
Websites oll a2l sl

-User Controls

pdiuall palie —

-Themes and Master Pages

Gl Claiall 5 caliaall —

-Website Navigation ehsall & Jaml) —
-Website Deployment pisall s —
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~The ASP.NET Security Model ASP.NET (i oled! z3sai =
-Authentication methods ddgsll @k -
-Authorization and Roles s 5 clalaadl —
-Cryptography eadal) —

* Advanced User Interface adiiad) addiciad) cilgaly *
-Custom Server Controls daaiall aSaill jalic -
-JavaScript and Ajax LSy el 5 Gilall el -

Techniques
-MVC MVC zipai -

(2)ASeds Sl aii — 1326: 4
Network operating system(2)

* Network concepts A o ggha*
= Network hardware ASAN cligSa =
= IPv4 format TCP/IP (e daalydsial) dae) =
= Protocols and types Clidd) g lgily NSl =
* 6: S;Ei!rand manage network ASuA) G iy s *
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= Configure Network

ASE) el =

= Network files

i) clale =

= Routing Tables & Routing
daemons

Al Ogany dagil) Joas =

= DHCP server & clients

029 prdas oalacly DHCP aggie =

* Remote connection

oo Jlaiyy *

= Using telnet

telnet naisu) =

= R commands rlogin, rsh ,rcp

rcp , rlogin , rsh _. =

= File transfer ftp

ftp ) i =

= Secure shell ssh

ssh (V¥ cllaall juda =

* Configure modem

pagall i ¥

= Setting up PPP &SLIP & CSLIP

SLIP, PPP JsSsisy dis) =

= Serial port

cotedidil) 2dial) dae) =

= Network utility and commands
dig, whois, ping , traceroute,
minicom

dig, whois, Wl 5 i<l cigll =
ping , traceroute, minicom

* Distributed File System

ds; gall cilalal) dakis) *
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= File sharing

clilal) 4S5l =

=Network file system

NFS suis =

=Samba

9ty o bl pada =

=NETWORK Information system

NIS »sis =

* Domain name Server

DNS slau) gUai *

=DNS name server

slau e.\i..n uﬁfﬁ =

=Domains —Zones

Ghlially clBUail) iyl =

=Configure files & Database

alilul) sas iy daldl) dasy) clila =

*\Web server

Apache gl aada *

= Install & configure

odlae |y damall =

= Configure files

sdlae) cilala =

= Document directory
configuration

Clatiewall Jala dlae) =

* Security oaSsid G GlaY) Gadad ¥
= Network security i) ol =
= Fire wall DUl Jlaa =

=TCP Wrappers

Wrappers TCP =

= Performance and log files

alliil) 4:8)50 =

= Troubleshooting

Llall 5 el =
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dadfia clina o Awdin -1411 :udae
Advanced Software Engineering

* Testing Fundamentals SLEAY) clualad *

* Testing Techniques QLAY ciluads *

* Testing Management and Laayt 5t *
SLEaY) 5l)

Automation

* Software Quality Assurance

= Software quality in business
context

= Planning for software quality
assurance

= Product quality and process
quality

= Process Maturity

= Capability Maturity Model
(CMM)

= Variations in CMM

= Productivity improvement
process.

Gl 33ga Olaa *
Jandl (& byl Baga =
Bagall adl| =
giial) Baga =
iy Baga =
fca g igad JalS) (allal) Basal) s =
CMMI(8sa2al)
CMMI & oyl =
daaliy) Gawad cililas =

* SOFTWARE
CONFIGURATION
MANAGEMENT

= Baselines

= Software configuration items
= The SCM process

= Version control

= Change control

= Configuration audit

= SCM standards.

Taaad) ALSaal) 5)y *

Qomlal) cliln —1412 @ Ra
Graphics

* Introduction to CG

alobul) b dale dasie *

* 2D Basics Algorithms

o) B Llf cilbaj s *

* Transformations

Autigh cDusail) *
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=2D Transformations

) 4 sli=

=3D Transformations ) 45
=Projections L=

* Modeling tigl) Juaal) *
= Geometrical tools for i) il saasl] it gl
graphics T S
=Wired Frames And B-Rep b alliy Ainal) UYL dadaili=
Model R -

=Solid Model (Euler
Boolean Tree, Solid

55— Aai¥ed) Bl — Lbgl) Cilieaall=

Combination) (Sl
=Free Forms Curves And
Byad) lg ciluiaiall=
Surfaces Ball gshadly b
=Octree Model LA a7z dgai=
* Colors And Lighting BNy Al Jugial) *

* 3D Visualization

NafY) S5 gy *

=Hidden Parts Elimination

A4l sfiaY) dids clild=

Technics
=Z-Buffer Bus¥) parse=
* Basics Renderin o en 3% E oy
Algorithms ’ Al o fmlad bl
=Ray Tracing Glhiall g leidl=
* Basi_cs T_echnics in JLay) b il el *
Animation CF T

GlaSatially clallaal) —1413 @ a
Microprocessors And Microcontrollers

* Introduction to embedded
systems.

Aladaal) ail) ) Laska *

* Microcontroller architecture.

.Guall aSaiall iy *

* Instruction set and Register
set of microcontrollers.

aSaiall EMlawy ciladled 4 gana *
(Guall
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* Programming of
microcontroller.

LGrual) aaiall dagy

* Microcontrollers Hardware
Configuration.

. Gphuall aSatall Cilual) slial) diigs *

* Reset and Interrupts.

claklially pasll Bale) *

* Clock and Timer Systemes.

Asludly cligal) alii *

* Memory maps. -BSIl Jadld

* Analog-to-Digital (A/D) and b il il b Jaadl)
Digital- to analog (D/A) T N
Converters. s il

* Parallel interfacing with
practical application.

oS bl s SR Jaal )

* Serial interfacing with
practical application.

s Gkl pa Aeaddl) Jag)al)

* Microcontroller general
applications.

cGuall aSalal) aladiul dale ikl

* Design and interfacing of the
80X86 PC.

.80X86 PC Jayig asaas *

* In-depth description of the
Intel microprocessor-based
systems:

Cilallea Lo Lisal) AR Gare Chuasi *
Sl

= Bus buffering, memory
interfacing, interrupt handling,
keyboard and display
interfacing, and direct memory
access (DMA) controller
interfacing...

AalleacBSIA) ga Jayille yaal) J3e=
Basgy pilial) dagl e Ja il Aalaliall
Sl () guagl) pSae o dadile G

The specific Intel
microprocessor-supporting
chips:

T ciladleal dastall cfylall

= Clock Generator, Bus
Controller, USART, PPI, PIC,
and DMA Controller...

PPl USART ¢ jaall (.s;u‘lmu\ Aga =
. DMA @SMA" « PIC:

* Multiprocessors systems.

ccilatlaal) Saania okl *
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(2)clSsdd) 5)a) —1414 : ) )i
Network Management(2)

* Domain Name System

alélh.‘d\ ;—Luni elﬁ:\ *

* Network Policies

ACa)) Oluluw 4 gana *

* Dynamic Host Configuration

Protocol

huaall Sl dacy) JoSsign *

* Application Servers

Glduhail) cilaada *

* Terminal Services

Ll claadl) *

* File and Print Servers

de bty clalall ciladia *

* Remote Access and Network

) dsash) dilang 22 oo Jpash) *

-

Access Protection PN
* E-Mail Management A ) Bl *
* Storage Area Networks GuAL (ghlia Gl *

* Backup and Recovery

g oy hlisy) feadl) *

* Server and Application
Virtualization

Gldubilly claddall diaag *

* Clustering and High
Availability

alially Ldlal) alial) *

* Cloud Computing

Lland) dugal) *
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Information security

* Introduction

Clagleal) aii (el Jga dasia *

=information system
components

(Plaghaal) allail) cligla =

=Information system Definition

Slagleal) aii cpal iyl =

= Threats to information

<la ) alad & =
systems staall pBi Glasga
= Information systems security TSN
.. <la | wal alaa) =
objectives staal) pBI gl e
= Information Security cilaglaall oyl =
= Network Security Gl ) =
S ale) clagleal) dans ale*
*Cryptography ) (‘;.uj;\
= Cryptography Concepts Cilagleal) duand aggla =
= Need for Cryptography doaail) duaal =

= Cryptography Terminology

danil) als gﬁ Aol clalhadl) =

= History of Cryptography

M\Hﬁ&&gﬁ)wm=

= Mathematical Background

k) alay Abaiall Locall) poslial) =

= Cryptography types

s g1si =

= Classical Cipher

LGNS uadal) el led =

= Symmetric Cipher

Bl bl cilua lsd =

-Stream Cipher

stream cipher _peds cilia)led-

-Block Cipher

block cipher _pedn cilia))lsa-

-Uses - Advantages and
disadvantages

Qe bl — alalasna-

-Data Encryption Standard

G jlonal) i) dsa) s Al

85




-Advanced Data Encryption
Standard

Syptaall duylnall il doa) s dush

= Public key Cryptography
(Asymmetric cipher)

AT e lod ) alad) 7 Ukal) pubds =
(BB

-Public key Cryptographic
Principles

olal) #liadll il (saber

-Public key Cryptographic
Algorithms

alall il sl cilaa) lga-

-Authentication using public
encryption algorithms.

ol Rl Slsai s plasiuls sl

-Digital Signature using the
Public Encryption Algorithms

el s lsa ookl g SN gl
olad)

-Key Management

cileall 3yl

-Diffie-Hellman Key Exchange

Cebid = aa A play il Jali-

-Advantages and disadvantages Ggeg Wi

= Hash Functions gl aigi =
-Hash Functions Concept ) wlsh o sgden
-Hash algorithms il Slia) lsd

-Hash Message Authentication
Code

gl A e Alyl) 55 e

-Uses -Advantages and
disadvantages

Gsey bhe — Glaadial-

=Digital Envelope

Digital Envelope=

= Digital signature Y gl
-introduction e
-Digital Signature Types e gl gl

-Authentication Protocols

Busell (n i) NS5

= Public Key Infrastructure

alal) 7 likall Liail) L) =

-Digital Certificates

Loadl) ol

-Certificate Authority

Q\J\.@aﬂ\ i
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-PKI Standards

alall #laall dgatl) Al ulaer

* Threats, risks and
vulnerabilities information

Aalay) hada baldig jhaldag C)ddga *

systems 4eiila sleal
= Threat definition Slaagil) Ll =
=Threat Categories Lagil) Cilial =

=Security Risks

Cilagleall aliiy daall Lia¥) aliall =

=Information System
vulnerabilities

Cilaglaal) alii Ciaia Jalis =

* Malicious Codes

AAnal) laa >

= What are malicious codes?

Lpal) claas) Lo cijill =

= Malicious Codes Types

L) eyl g lsil =

= Malicious Codes resources

Lpdl) claayd) ol =

= Malicious Codes Protections

Rapdl) ciliaayd oo i) 3k -

= Intrusion and Attacks asaglly (3L =
-Attack asag)) aseher
-Attack Types Cileagll ¢lsil-

-Protection system Procedures

4alawy) 2\:\1.43 Q\c«b;l-

= Intrusion

u‘ut‘g‘e A —

=Intrusion Detection

ey CLEIS) B daddiioiad) cilugil=

BLEaY)
*User Authentication daggll (s (BRI )b *
=Means of User Authentication Aol e (38 aggha=
=Password-Based AalS o alaie¥l digel) (e (BRall=
Authentication gl

=Token-Based Authentication

Token slaieYL dggll (o (3aaINI=
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=Biometric Authentication

cliual) AoV iggl) (o FhaTl=
4 o gl

=Remote User Authentication

O] (raadiinall diggl) e (BRAINI=

=Authentication Security Issues

Lisgll o (3aa3l dia] cilpaas=

*Physical security

Falysadl) ilaa) ®

=Physical Security Threats

Aulipdl) dslaad) Clasge=

=Physical Security Prevention
and Mitigation Measures

Al Gl elaly Aailadl) dalead) aie=

=Recovery from Physical
Security

Aad) dlaal) JA (e g laiaN)=

=Threat Assessment, Planning,
and Plan Implementation

dbdl) 34t g Jadaddll ¢ Cilaagall amii=

=Integration of Physical and
Logical Security

Alially Al OaY) G gedli=

*Management information
systems security

diilaglaeal) Lakis¥y) Luial 5y *

=Security Problems

Aidy) Jsliaall=

=Security Procedures

i) Clela)=

=Protect Sensitive Information

Lbual) cilaglaall dolaa=

=Security Risk Analysis and
Disaster Recovery

s lads Auiad) shlaall Jas-

=Security planning

) Jaudadi=

=Security policy

A A=

=Concept, Characteristics and
advantages of the security

policy

O Ao isaay paibad g agghe=

= Security Policy Components

O A ciligSa=

*Cyber-crime and the protection

of personal data

bl aeLAAJ azuij\‘J\ ?"“J?'“*

duad )

3
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zAI g9 — 1426 —1416 :_da
Senior Project

* The student will prepare and
submit a project to graduate
In a subject of particular
importance to specialization,
and is working on the project
during the two semesters,
with the end of the first
semester, the student to
submit a report containing a
full description of his project,
explaining the work
accomplished and planned
completion in the second
semester. In the second
semester, the student
completes work on the
project and submits a written
report monthly on the
progress in the project, and
with the end of the semester
student submits an oral and
practical, and full detailed
report.

* The project work identified
in collaboration with industry
or Community should be
preferred.

* Project evaluation done by a

ga0dia audl g yudasly alllall gd
Lols Lyl (53 goage (b sl
IS ggrdall (& Janll ()5S gediaiadnl
Js¥) deadl) kg5 s ey (bl
liay anay s sty Ul g
) eI Taia g ac g il Sl
LS Jeadl) 8 Lalai) Jaladalls laja]
Janl) el ey Y Juadll 3
oo Lped WS i adiig ggpiall A
duadll dilgs pag cas g yiia (B a3 (520
ot s Llees Lgad Laaje Il a3z
sia 5 SLlS
BDle al gy b (S Jaall Juaiy
il ol delially
=l sl G gorid) 05 o (K
2 Hglan Y o cang Allsll oda L
Ry BN |
Oe diad 8 (e b g pdial) anis
sl deliall e oala aliass S5
i)
Y laall o g pdall 05 O (K
W ki |
il (gl bl Canen il Anayy =

Blaally cun iy bl sl

(Dlaay gkt (KAl (A 7S

*
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committee of teachers and
external examiner from
industry or community.

The project can be individual
assignment or a group
assignment. There should not
be more than 3 students if the
project work is given to a

group.
* The project may consist of:

= Programming customer based
applications, Database and
Internet and E-commerce
applications, Networking,
Software Development,
Design and implementation of
equipments, Fault-diagnosis
and rectification of computer
systems and peripherals,
Bringing improvements in the
existing systems /equipment,
Acrtificial intelligence
applications.

Ty (el (Clygal 2dihg avenal
5eayls Cgalal) Akl & JUacl

ol Aalai) 8 cliaas Jlaa)ci )
<\SA) Qu:ujaﬁ csdﬁ‘}d\ Q\)@\
.L,’_z_\.«aj\
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QLA s aldig clibul) Julas —1421 : ) 2a
Data analysis and making decision system

(SQL Server alssialy Lesl) kil

*Data Warehouse and OLAP
Technology

Julail) bty clilad) cile 3 giua *

-Data Warehouse Architecture

ULl e 3 gine duiy —

-Data Warehouse Implementation

Ll Cleagiva pati —

-From Data Warehousing to Data
Mining

bl e il ) cbludl cledgine (e —

Data Cube Computation
and Data Generalization

Qlibial) avead 9 clibuall cage Gl *

-Efficient Methods for Data Cube
Computation

Ll Cefe Olus 3yl —

Mining Frequent Patterns,
Associations, and
Correlations

Cilasinly Byilgiall ¢ ilall) (e cudil) *
Ll

-Efficient and Scalable Frequent
Itemset Mining Methods

§)3“9:\AS\ ).«.al.ud‘ QLG‘}AM olaa L.B)L -

-Mining Various Kinds of
Association Rules

Ll aclsd e il -

Classification and Prediction

goaiill ¢ Ralualll *

-Classification by Decision Tree
Induction

DDRN b aladials caiatll -

-Bayesian Classification

s st —

-Rule-Based Classification el e sl Cagial) -
-Linear Regression bl galsll -
* Cluster Analysis adlisl) Julay *

* Mining Time-Series Data

Laiajl) Judhad) e i) *

91




Cilastrall alii g jldia B —1422 : ) sha

Projects Management of Information System

*PRINCIPLES OF PROJECT
MANAGEMENT

2aball Bl g alua™

=Project Definition, History,
Characteristics, Environment

Jarl) iy cAuailiad (g pial) il =

= Basic Skills for Project Managers

Eopial) e Cjlga =

= Project Critical Success Factors

bl lad 8 Byigall Jalsad) =

*SOFTWARE PROCESS AND
PROJECT METRICS

g3l iy eyl Ailayl®

=Measures, Metrics and indicators

Clpdidally «ulially (lull) =

= Metrics in the process and project
domain

4ailaYly gasdal) Maa (B ulial) =

= Software measurement\

Laapl b clulal A =

= Metrics for software quality

Al Bagal) (uulia =

= Integrating Metrics with software

ey aa unlial) AlalSa =

Process
= Establishing a software Metrics . .
laall zals =
program ) puenldall galiy Sl
*PLANNING Lodasal*

3

= Information Systems Project
Types

cilaglaall alii ao ;b g )il =

= Planning Process/Activities

\galadily Jaaasl) A =

= Software Estimation Methods

Claaaydl i (3l =

*SCHEDULING

A ganty*

= Quantitative Project Scheduling

&9 pall doalll Aganl) =

= Probabilistic Scheduling

Adlaiay) ddgaal) =

*IMPLEMENTATION

~.. . nux‘*
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= Project Organization Structure

g9 phiall Ly))3y) L) =

= Information Systems Project
Success or Failure

claglaal) alii g yiia S i gl =

= Quality Control

dagall asan =

*RISK MANAGEMENT

Shalaal) 5o

= Risk Management

\ghihag shlaall 5] ) =

Process/Methods
= Risk Management Plan shlaall )0 Jalads =
*CONTROL & ASSESSMENT Oraddl) g daslial*
= Control Process daliall duijpa) =
= Problem Solving Model Jiluall Ja zigai =
= Project Evaluation 9 sduall auglli =

claasially clagi¥) rgale —1423 @ 4ia
Principles of Automata and Compilers

*Vocabulary and Language alall) g daady *
* Automata el *
= Deterministic aiad) giial) =
= Non Deterministic aial) e giiall =
= Regular Expressions daliiial) ulaili=
* Lexical Analysis Bal) Jalaxt) *
* Syntax Analysis 35 1gal) Jalat) *
* Semantic Analysis Yl Jalasl) *
* Code Generation Slagh) adgs #
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A claayl) —1424 ;) j8a
Mobility programming

* Mobile and wireless
technologies concept

L) g Al ganal) culuisst) aggha™

* Mobility equipment’s , types

9 e, Uganall cifjugaitl®

and properties lgiliual ga
* Browse the business gl Aadiieall Janll iy ()il ®
environments used to develop i o
S sy

mobile applications

* Markup languages used in the
development of wireless
applications

skl & daadial) il clat
Al claadanl)

* Intro, Platform Overview

QUELl) il Aavays g Aatia®
Jeadl claia

* Java Overview

la dal daal) clualad oo dadt®

* J2ME Architecture

J2ME au*

*Application ,Data services and
Multimedia in Mobile
Services on J2ME

aa Jaladl) g cldarall Giladd g iliadat*
daliall ciladddly Baseiad) Jailugll
J2ME 2 Jilsall ASué Cpaua

*Mobile Application Security
in J22ME.

Ly e ANE cliadatl) Llaa®
J2ME

* Android Architecture

Android 4u*

*Application ,Data services and
Multimedia in Mobile
Services on Android

ae Jaladl) g clbdarall ciladd g Ciliadai*
dalial) cileaddy sasaiall Jaslusl)
Android b Jiligall A e

* Installing Android
Development Tools

2 dualid) pghail) gl Juans
Android
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* Mapping and Location Based
Services on Android

aaad clardy Jaifal) aa Jalail)®
Android 2 A aall adgall

*Mobile Application Security

du Cpada A clddail) dlaa*

in Android Android
* HTMLJ5 and JavasScript. HTMLS5 & JavaScript ¢ daal*
< .

Mobile Web Development & Q) gl sk

jQuery

* Mobile Web App.

S gl lyglar®

* Mobile web service

JEL gl cilaas®

lSLEl cpd —1425 ) jaa
Network security

* Network Security
principals

RATRA A PR IV

= Why Network Security?

taldd) yal dseal AL =

= OSI Security Architecture

OSI J dad 4 =

= Security attacks i) clesagll =
= Security services i) claadd) =
= Security mechanisms oY) aldl =

= Model for Network Security

LALEWA UA\ Gll..d =

* LAN Security

Ldaal) clSadd) Llas *

= Attacks on VLANS

dua)idy) dulaal) cldl) Ao claaa=

= Attacks on Dynamic Trunking
= Protocols and VLAN TP

gl C¥ig 0 Ao Claa=

= Attacks on Spanning Tree
Protocol

Gl Bk JgSsign e Claa=

= Switch Learning attacks

Gada A abadl) L] e cilaaa=
N aall
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= MAC flooding and spoofing
attacks

gesladg MAC Oyl pigas Glaan=

= ARP attacks

ARP claaa=

= Attacks on DHCP

DHCP i claaa=

= Countermeasures on previous
attacks

Ll cilaag) (e dolaali=

= Attacks on wireless LANs and

Llaally Llaal) Sl Lo claagli=

countermeasures lgia
* TCP/IP Security TCP/IP 4leas *
= Sync flooding Sync augs =

= Sed. Number prediction

Ldudol) A8 adgi =

= IP spoofing

IP glas =

= Routing attacks

Al CSHigp (Ao Claagdl =

= ICMP attacks ICMP JsSsigp Ao claagll =
= Port scanning Ougbind) e =
* Authentication Protocols gl e *
= Kerberos Kerberos=
= Radius Radius=
= Tacacs Tacacs=

* Wireless LAN Security

Ladaal) LSl i) dslas *

= Overview WLAN Standards

LSl clSuil) e sl =

= WLAN Vulnerabilities

WLAN el (b cinal) bl =

= WLAN Security
Requirements

WLAN il b 4idY) clillaial) =

= WLAN Security solutions

WLAN cilud & 4id) Jglall =

-MAC filtering and ACLs

-MAC filtering and ACLs
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-WEP (Wired Equivalent

-WEP (Wired Equivalent

Privacy) Privacy)
-WPA (Wi-Fi Protected -WPA (Wi-Fi Protected
Access) Access)

-802.11i (WPA2)

-802.11i (WPA2)

* Security protocols

dia¥) M eSsipll anf Ay *

= Secure Socket Layer SSL Jsssin=
= Transport Layer Security TLS 454y ddukali=
= Secure Shell Secure Shell=

= Securing Access to network
devices using security
protocols

Gub o8 Al Bgal ) o) M=
O N sSgig 0

* Virtual Private Network

dualiy) Laldl) clSual) *

= Overview dale Byl =
= Components alig<al) =
= Topologies clishl) =
= Protocols CsSyigll =

= VPN using IPSEC

IPSEC alasiul VPN =

-IPSec Architecture IPSEC s -
-1PSec Security protocols IPSEC dxie¥) &Y S 5ig 1 -
(AH,ESP) (AH,ESP )
-IPSec Mode IPSEC L -

-Internet Key Exchange

i Y ailaa Jals -

-IPSec Architecture IPSEC 4 -
-Configuring site to site VPN O Aald dpal yi) 4S5 slae) -
using IPSec IPSeC JsS 5 alaiinly (pad 5o

* Network Security System

Aual) dlaad) dakasf *

= Firewall

laall jlas =

97




- Concept asgie =
- Characteristics and
. Cfyad Alad —
capabilities U o=
- Types of firewalls Lleall s plgl -

-Firewalls configuration

Alaadl jas alae) -

=Intrusion detection systems

Jleail] adag Jakail) CRis daliif =

-Concept

p9¢he -

- Detecting intrusion
technology

Jaxll caas clags -

-Why intrusion detection

Jikal) CaiS ) 7 lias 13l -

snort, Jalall Cads dalail e i -

-Examples
honey pot
* Web Security gl il dslas *
= Introduction dadia =
= Security threats i) claagl) =
= Attacks and defense methods £ BAllg asagdl G b =

-Phishing and Pharming
Attacks

U:’JL‘A\ )ij)]j letkm\}“ C_Iw -

-Cross-site Scripting Attacks

gBlsall daay le Cilans -

-SQL Injection Attacks

SQL s Glesa -

-Denial-of-Service Attacks and
DDOS

go9al) daddl) aiag deddl) aie Cilena-

= Xml security

XML gl =

= Web service security

sl lasd al =

= Web penetration testing adga (lA8) las) =
* Email Security A9ASY) aapl) oyl *
= Email System overview dadia =

= E-mail Security Threats

ARSI ) Lasdd dY) claagil =
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= E-mail attacks

ALY 2 daxd e cilasagl) =

= E-mail Security solutions

oA il Al Jglal) =

-Email / SSL SIMIME -
-SIMIME PGP -
-PGP Email / SSL -

Network Servers security

LSuil) cladiiall Alas

AL g9 e — 1426 —1416 : ca
Senior Project

The student will prepare and submit
a project to graduate in a subject of
particular importance to
specialization, and is working on
the project during the two
semesters, with the end of the first
semester, the student to submit a
report containing a full description
of his project, explaining the work
accomplished and planned
completion in the second semester.
In the second semester, the student
completes work on the project and
submits a written report monthly on
the progress in the project, and with
the end of the semester student
submits an oral and practical, and
full detailed report.

The project work identified in
collaboration with industry or
Community should be preferred.

Project evaluation done by a
committee of teachers and external
examiner from industry or

gz (A Al ggyde aals 5 juaaty Ul o sk

gariall b Jaall ()6 gedaadil Lals duaal (6

asi Jg¥) Juadll Lulgs pag ¢ommhy (alead DS

de sy SalS oy (pacaly s sy A

& Wl Lbaadly Wajadl Al JleeY) e

Jaad) Gl ey S Jendl) b L S8 Lol

o ol (520 G et LS i adig gosdal b

gt Liaje Ul a3ty Juadll Llgs pas cdes yiie

Slaie 5 MalS Do 5 Lleey

il of deliall ABle Al g yha b dasll Juni

o2 Ay elen o @bl ponda) 05S o (Ka

L3O s ela Y ol s Al

Oliens BILY) (he dial U8 (e & g el aniis

il ol deliall e s

el Y ) e g pdall 05 of Sae

2elg Gl (Ol alls v il dasy =
(ISal) cdaig S 3ylailly )y bl
Ol (hagal iy aaacal (hinayy g
5eaYly aglall Lkl & Jlel moa
liagal ol AelalY) 8 it JAafcdd bl
grial) oSN il (53 sa sl
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community.

* The project can be individual
assignment or a group assignment.
There should not be more than 3
students if the project work is given
to a group.

* The project may consist of:

= Programming customer based
applications, Database and
Internet and E-commerce
applications, Networking,
Software Development, Design
and implementation of
equipments, Fault-diagnosis and
rectification of computer systems
and peripherals, Bringing
improvements in the existing
systems /equipment, Acrtificial
intelligence applications.
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