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(EJ» Summary

ﬁhis research studies the performance and security features of Pfsense and Sophos-UTM
firewalls and compares the results.

Throughput was evaluated using the Iperf3 tool under five scenarios. In the first four
scenarios, each experiment was repeated 200 times and the test was performed in the

was not repeated and was conducted in three cases: without a firewall, with a Pfsense
firewall, and with a Sophos UTM firewall.

As for protection, the two walls were exposed to three types of attacks: Port Scan, TCP-SYN
Flooding, and Brute Force, with each attack repeated fifty times.

better in terms of security as it responded to a greater number of attacks.

.

presence of the Pfsense firewall and then Sophos UTM. In the fifth and final scenario, the test

The results showed that Sophos-UTM was better in terms of throughput but that Pfsense was
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