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& Abstract

Wireless Sensor Networks (WSNs) become increasingly popular for a variety of applications such as
environmental monitoring, healthcare, and Internet of Things (IoT) applications. However, they face a
number of challenges and security threats, including Denial of Service (DoS) and Distributed Denial of
Service (DDoS) attacks. One of the most promising solutions to address the inherent challenges is
Software-Defined Networks (SDN), which opened up the develop of Software-Defined Wireless Sensor
Networks (SDWSNs), which enables the implementation of Machine Learning (ML) based policies and
procedures to detect and mitigate DoS and DDoS attacks, and improve WSNs performance.

This thesis examines the use of the SDN network model to improve the performance of WSNs against
DoS and DDoS attacks, by proposes an algorithm to detect and prevent these attacks based on machine
learning algorithms in SDWSN, and studies the effect of this algorithm in improve network performance.

This thesis is based on extract the dataset features of the ML model that can be used to detect these
attacks, then design an algorithm to detect and prevent DoS and DDoS attacks based on classification-
based ML algorithms, and emulate the performance of the proposed algorithm using the Mininet-Wifi
program and a Ryu-Manager controller for SOWSN.

The results of the study of average energy consumption, Packet Delivery Ratio (PDR), and average End-to-
End delay showed that the proposed algorithm can improve the performance of these limited resources
networks, while also achieves a high attack detection rate of 99.86%.

The results indicate that the proposed algorithm can be an effective solution to improve the
performance of WSNs against real-time DoS and DDoS attacks. /




